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{@ Common CAM Services W

Definition

¢ Generic Security framework for authorization
functionalities in public health applications

o Persistence framework for applications with business
objects on a short development cycle

+ Presentation framework based on Struts [best
practices and patterns]

+ File Utility services/API for proprietary data formats
(e.g., Paradox, CSV) without database drivers

¢ Generic analysis services for independence of
backend analysis engine from middle tier

o Alternative GIS API for web development without
Arc IMS Tag libraries
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Features of Security
Framework

Requirements driven by security models of NBS,
BioSense and NHSN applications : need for a
generic flexible and extensible model for reuse

Based on the generic ‘tuple’ concept for roles
<key 1, key 2, ...key N> (‘KeySet)
where key x ¢ fixed entity

Implementation completely transparent to the
CAM/application using ‘aspects’

Object level reuse : security not hard coded in
presentation or database tiers

Exposed API for admin tool builder

Security profile described in XML and also
persisted to allow future integration with admin
tool
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Security Profile : An Example

Keys Actions Business Objects

-
Telemarketer Telemarketer \dentify Get Home

Person

Auditor
Doctor's Cifice Auditors
Patient

Secretary Diagnose a

Doctor's Office Administrators &

Administrator Doctor's Office

Add Specialty
Doctor's Office Data Entry it
State Auditor
Super User

@

State Administrator

o
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¢  Features of Persistence
WS Framework

Persist domain model without writing
database access code (CRUD ops)

Metadata builder tool generates schema
(DDL in SQL) automatically given just
the list of domain object classes

Proxy-based approach requiring minimal
change to code for persistent classes;
automated proxy builder tool support

Object database semantics with an
RDBMS backend

Multithreading supported internally to
handle load
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Features of Analysis, File Utility
and GIS API frameworks

Complete independence of web-based
applications’ middle tier from backend analysis
engine

Uses ‘command’ and ‘factory’ patterns to transfer
guery requests and create specific backend
connectivity classes

Current version uses SAS 8.2 backend

File utility provides a JDBC/ODBC type API while
reading from legacy files (Paradox or CSV)

Easily extensible to handle other types of formats

High level GIS API provides a set of Java classes
to construct requests sent to ArcIMS server
exposing a consolidated set of Java Connector
Object Model : Facade service
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SERVIC,

Deployment scenario in
{( Analysis : A typical sample of
AM services benefits

ot HEALTY

L)
L
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Analysis

Internet cloud
O
Database

Browser

Application Server Analysis Engine

Common CAM

Presentation  Business Logic
Tier Analysis Framework

Tier
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GIS ‘Facade’ API

Web server with Servlet engine

Browser GIS Facade

Arc SDE

Spatial database
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3/(- Quick tour of deliverables|

Packaged Code with Source
Install Guide

Users Guide

Software Architecture Document

APls with web-publishable
Javadocs [detailed design]

Support for developers using
Common CAM Services
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A screenshot from web
publishable detailed
design [Javadoc]

C:\deliverables\models\security\index.html - Microsoft Internet Explorer

Fie Edit View Favorites Tools Help

QBack - ) ﬂ E l ) search 5.7 Favorites @ Media &%) @
-@C‘\deﬁverables\mode\s\securrw\wndex.htm\ -v.‘Go Links >

v| @psearcchweb + g8 & 376 blocked il [ | [ options
LockOutputs |

[ Keyinputs

+KeyOutputs +matches:boolean
+vocLockOutputsVo +KeyOutputs +oreateVo void
+oreateVOvoid +KeyOutputs +toBting: String
+LockOutputs +replaceSelfvoid +toVerbosestring String
+set/Ovaid +replaceSelfvoid +eguals:hoolean
+LockOutputs —_— —_—

p
+vo Loskinputsvo +Keylnputs
+Lockinputs +getObject
+Lockinputs +mateh:boolean
+setvi0unid +equals:boolean
Z} +match-baolean +equals:boolean

returnObj:Object name:Sting
retumType:Class returnType:Class
VoNOD

+oString:String +oString:String

String
| _— arguments-Ohject

YOO argumentTypes:G
s UserGroup &5 KeySet ] RasFarent argumentTypes:Class] receiver.Object
Q... receiverType:Clas

+UserGroup +ioKeySetvo *User
+UserGroup +KeySet *User +setParentvoid
+vo:UserGroupyio +KeySet +yoUser/0 +toVerboseSting:String | UserBridge
+joinvoid +KeySet +setv0uoid +tontains:boolean i
+addUservoid +KeySet +activateAllGroups void +addChildwoid
+eontains:hoolean dd woid +rermovechild:vaid +RegExUtil
+addieySetvoid +addKeyvaid +removefctiveGroupvoid +nthChild:HasParent +ReflectUtl
+addieySetsvoid +numkeys:int +HoverboseString:String +numChildrenint +ListLtil
+eontains:hoolean +nthKey KeyBase +oString:String ———— | +xMicConstants
+removeKeySetuoid +eovers-boolean +equals:boolean parentHasParent +HMLFacade
+leave:vaid +getGroups:List +hrrayUtl

+eurentUserUser
+registerUserBridge void

Project | Owerview |

Class Summary

o AbstractParentedSecurityObject
83 ode AbstractSecurityObject This is the superclass for all the security types.

exceptions
security

This is the only interface that all domain objects in all the CAMSs need

DomainObject 3 E
to implement to be able to use the common CAM services.

This class is an abstract Java representation of the actual inputs received by

the method call that is being checked.

KevBase The abstract class of a matchable authorization item.

Inputs

KeyInputs Keylnputs represent the arguements to a method
KeyOutputs Represents the outputs of a method;

KevSet A KeySet is the canonical unit of authorization.

48 My Computer
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Thank You

Questions ?
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